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Control Panel H . . .
e Help protect your computer with Windows Firewall

Allow a program orfeature Windows Firewall can help prevent hackers or malicious software from gaining access to your computer
through Windows Firewall through the Internet or a network.
J Change notification settings How does a firewall help protect my computer?

J/ Turn Windows Firewall on or What are network locations?
off

Restore defaults Update your Firewall settings

Advanced settings Windows Firewall is not using the recommended
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[ @'Use recommended settings

Troubleshoot my network
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Metwork and Sharing Center l @ Public networks Not Connected v

339891V 1N Inbound Rules

Inbound Rules Name Group 2 Profile  Enabled Inbound Rules pe
| &3 Outbound Rules [ :
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Actions

Ipboind Rules =
| Selectthe type offrewall e to crte. &3 NewRule..
T Filter by Profile |
Sws. T Filter by State 3
Rue Type What type of rle would you like to create? iy .
Frogem View »
:;:2 Rl that cartrols connections for a program. G Refiesh
Nome 5 e (2 Export List...
Rl that cortrols connections for a TCP or UDP port @ Hep
*) Predefined: Sentinel Protection Server -
BranchCache - Contert Retrieval (Uses HTTP) @ Disable Rule
Rl that cartrols connections for = Windaws experience. ) & o
© Custom 2 Copy
Custom rule. x Delete
Properties
H Hep

Leam more about nule types

Organize = Mew folder = iow E] @
¢ Favorites e
B Desktop L root
& Downloads B PwdGenUtility
] Recent Places [51 SHKSnvSupport
||E]sntlkeysswr
9 Libraries =

@ Documents
Jf Music

[ Pictures
B videos

Mo preview available.

1% Computer
&, Local Disk (C:)
5 Data (D3) x| i r

File name: sntlkeyssrvr - [ngrams (*.exe) v]

| open | | cance |

1Bon sntlkeyssrvr 310 C:\Program Files\Common Files\SafeNet Sentinel\Sentinel Keys Server
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@ BranchCache Peer Discovery (WSD-Out)  BranchCache - Peer Discove... Al No Alle W Filter by Group 3
.Conne:tto a Network Projector (TCP-Out) Connect to a Network Proje..  Private., No Allo— View »
@ Connect to a Network Projector (TCP-Out) Connect to 2 Network Proje..  Domain Mo Alle
@ Connect to a Network Projector (WSD Ev... Connect to a Network Proje.. Domain  No Allolll| 2 Befresh
@ Connect to a Network Projector (WSD Ev... Connect to a Network Proje...  Private.. No Alle || = ExportList..
@ Connect to a Network Projector (WSD Ev... Connect to a Network Proje.. Domain Mo Ao (| | Help
.Connectto a Network Projector (WSD Ev... Connect to a Network Proje...  Private.. No Allo
@ Connect to a Network Projector (WSD-0..  Connect to a Network Proje... Al No Al | P =
@ Core Networking - DNS (UDP-Out) Core Networking All Yes Alle # Disable Rule
(@ Core Networking - Dynamic Host Config... Core Networking All Yes alle || g cur
(@ Core Networking - Dynamic Host Config... Core Networking All Ves Alle
@Cure Networking - Group Policy (LSAS5-...  Core Networking Domain ~ Yes Allo Copy
(@ Core Networking - Group Policy (NP-Qut)  Core Networking Domain  Ves Ao || % Delete
@Cora Networking - Group Policy (TCP-Q...  Core Networking Domain  Yes Aller m Properties
(@ Core Networking - Intemet Group Mana...  Core Networking All Yes Alle Help
(@ Core Networking - IPHTTPS (TCP-Out)  Care Networking Al Yes Al C
@Cura Networking - IPvE (IPvE-0ut) Core Networking All Yes Alle
(@ Core Networking - Multicast Listener Do...  Core Networking All Yes Alle
@Cora Networking - Multicast Listener Qu..  Core Networking All Yes Allo
(& Core Networking - Multicast Listener Rep... Core Networking All Yes Alle
(@ Core Networking - Multicast Listener Rep... Core Networking All Ves Alle
@ Core Networking - Neighbor Discovery A... Core Networking Al Yes Allo
(@ Core Networking - Neighbor Discovery ... Core Networking All Yes Alle
@Core Networking - Packet Too Big (ICMP... Core Networking All Yes Allo
@ Core N k - Parameter Problem (I... Core Networking All Yes Alle ™
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< Rule Type

|| Select the type of firewall rule to create.

Steps:

e e What type of nule would you like to create?

& Program

@ Action Program

@ FProfile Rule that controls connections for a program.
@ MName Port

Rule that controls connections fora TCP or UDP port.

| EranﬁhCache - Content Retrieval (Uses H'I._I-'P-}

Rule that controls connections far a Windows experience.

! Custom
Custom rule.

Leam more about nile types

<Back |[__Net> ][ Cancel
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Organize » Mew folder
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B Desktop 4 root

@ Downloads EPdeenUtility
(E_-"l Recent Places DSHKSNﬁupport
||ﬂsnﬁ!keysswr

= Libraries
Documents
J’ Music
[E5| Pictures
i Videos

Mo preview available.

1% Computer
&, Local Disk ()
(= Data (D) i

File name: sntlkeyssrer - ’Plﬂglams (*.exe)

I Open I [ Cancel

Organize = Mew folder

s

. Favorites — Name
Bl Desktop L root
& Downloads B PwdGenUtility
"l Recent Places (= SHKSrvSupport

(== sntlkeyssrir
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Jl Music

[ Pictures
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Select a file to preview,

Ll Computer
&, Local Disk (C3)
- Data (D) =

File name: - [nglams {*.exe}

I Open I [ Cancel
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Action
| Specify the action to be taken when a connection matches the condttions specified in the rule.

—

=

Steps:

@ Fuls Type ‘What action should be taken when a connection matches the specified condtions?

@ Program .

. @ Allow the connection
i This includes connections that are protected with IPsec as well as those are not.
@ Prcfile
" ) Allow the connection if it is secure

- This includes only connections that have been autherticated by using IPsec. Connections
will be secured using the settings in IPsec properties and rules in the Connection Security
Rule node.

(7) Block the connection

Leam more about actions

cBack || Net> |[ Ccancel
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