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1 e [ |

General | Exceptions | Advanced|

‘windows Firewall iz tuned off. YYour computer i at risk. of attacks and intrusions
from outside sources such as the Internet. We recommend that you click the

General tab and select Oni.

Pragrams and Services

>

Hame
Remote Assistancs
Femate Desktop

CIUPHP Framework.

Wirtual Server

“windows Live Call

[l 'windows Live Messenger

[ windows Live Messenger 2.1 [Phone)
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[ Display a notification when ‘Windows Firewall blocks a progranm

™|

J

[ Add Prograrn ] [ Add Port Edit Delete

‘wfhat are the tisks of alowing exseptions?

Configure the Windows Firewall
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& Control Pansl

Configure the Windows Firewall
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File: Edit ‘iew Favorbes Toolks  Help ;_' ,_w'm'd' Eirgwall = —a- |£|
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1. Window 7 11a Windows Firewall 191147 Exceptions ﬁ]”j"lﬁmi 189N Sentinel Protection Installer

n30ly

o o & » Control Panel » System and Security » Windows Firewall

Caontrol Panel Home

Help protect your computer with Windows Firewall

Allow a program or feature Windows Firewall can help prevent hackers or malicious software from gaining access to your computer
through Windows Firewall through the Internet or a network.

| Change notification settings How does a firewall help protect my computer?

! Turn Windows Firewall on or What are network locations?

off
Qi_m' Restore defaults
'F;,' Advanced settings

Update your Firewall settings

Windows Firewall is not using the recornmended

| 18] Use recommended settings
settings to protect your computer.

Troubleshoot my network

See also

Action Center

Network and Sharing Center

What are the recommended settings?

l !'3' Home or work (private) networks Connected (#)

Metwaorks st home or work where you know and trust the people and devices on the network

Windows Firewall state: Off

Incoming connections: Block all connections to programs that are not on the
list of allowed programs

Active home or work (private) networks: ;’:l\‘ Diink

Motification state: Do not notify me when Windows Firewall blocks a
new program

. @ Public networks Mot Connected v

N33909UD1D Inbound Rules
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File Action View Help

= H

ﬂ Windows Firewall with Advance]

22 Inbound Rules
Outbound Rules

% Connection Security Rules
B, Monitoring

Actions

Name Group Prefile Enabled
i@ Desktop Window Manager Private  Ves & NewRule..
(@ Desktop Window Manager Private  Yes T Filter by Profile
QDesktomedow Manager Public Ves
@Desktamedcrw Manager Public Yes e By St
(@ DeviceManager.exe PBublic  Yes ST Filter by Group
(@ DeviceManager.exe Public  Yes Vi
ngogleupdate.a(e Public Yes G Refrech
® googleupdate.exe Public  Yes (@ Reires
@Hust Process for Windows Tasks Public Yes
(@ Host Process for Windows Tasks Public  Ves
@M\croso& Office Groove Public Yes .
@ Microsoft Office Groove Private  Yes Sl Biotechon Repie
(@ Microsoft Office Groove Public  Yes + Disable Rule
@ Microsoft Office Groove Private  Yes & cut
@ Microsoft Office OneNote Private  Yes
(@ Microsoft Office Onehlote Private  Yes e
(@ Microsoft Office Dutlook Private  Ves K Delete
@MUZAOD APP player Private  Yes
(@ MUZ AOD APP player Private Vs d e
(@ Sentinel Keys Server Private  Yes
@ Sentinel Keys Server Private  Ves
(@ Sentinel Protection Server Private  Ves
(@ Teamviewer Remote Contrel Application Public  Yes
@Teamwawer Remote Control Application Public Ves
0 WARRIORS OROCHI Public Ves
OWARRIORS OROCHI Public Ves
(@ Windows Live Communications Platform Al Yes
@Wmdows Live Corr:':’\umcatlons Platform... All Yes

|

v v v -

?1529@01 Inbound Rules 713 Sentinel Protection Server ‘H?’ﬂnlli
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| New Inbound Rule W

|| Select the type of firewall nle 1o create.

Steps:
Rule Type

Frogram

Profile

Name

What type of rule would you like to create 7

Action @ Program

Rule that cortrols connections for a program.

_ Port

Rule that controls connections for a TCP or UDP port.

) Predefined:

BranchCache - Cortert Retneval (Uses HTTF)
Rule that controls connections for a Windows experience

") Custom
Custom rule.

Leam more about ule types

MNew Rule...
Filter by Profile
Filter by State
Filter by Group

T

View
|6 Refresh
|z Export List...
Help
# DisableRule
& cut
55 Copy
x Delete
[E] Properties

ﬂ Help

v v v v

Open.

Organize » Mew folder

i Favorites
BE Desktop
& Downloads

“El Recent Places

4 Libraries
B Documents
J’ Music
[=] Pictures

B Videos

18 Computer
&L Local Disk (C:)

Mame

& Toot
& PuwdGenUtility
[EsH KSrvSupport

||;_-']snttk£ysswr

(— Data (D) > 4] i

F’./l-r| SafeMet Sentinel » Sentinel Keys Server » || Search Sent

Mo preview availabie,

File name: sntlkeyssrvr

1fen sntlkeyssrvr 910 C:\Program Files\Common Files\SafeNet Sentinel\Sentinel Keys Server

- IngIams (*exe)

i

Open ] [ Cancel

i 4
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File Action View Help
== | 2
il o il oo Actons
ID”::bL:udn:LI['\’LEI;es Name Group = Profile Enabled A= -
Connection Security Rules | & it All Yes Allo &3 NewRule.
. B Manitoring .BranchCache Content Retrieval (HTTP-O... BranchCache - Content Retr... Al No Allo/ T Filter by Profile »
.BranchCache Hosted Cache Client (HTT... BranchCache - Hosted Cach... All Neo Allojs 3
@ BranchCache Hosted Cache Server(HTTP... BranchCache - Hosted Cach... Al Mo o] || Y Filter by State ’
.BranchCache Peer Discovery (WSD-Out) BranchCache - Peer Discove.. All Mo Allo| T Filter by Group »
.Connect to a Network Projector (TCP-Out) Connect to a Metwork Proje..  Private., Mo Allo— View »
@ Connect to s Network Projector (TCP-Out) Connect to a Network Proje..  Domain  Na Allo S fdian
.Connect to & Network Projector (WSD Ev.. Connect to a Metwork Proje..  Domain No Allo = =
@ Connect to & Network Projector (WSD E Connect to a Network Proje..  Private.. No Allo i Export List..
@ Connect to s Network Projector (WSD Ev... Connect to a Network Proje..  Domain Mo Allo Help
.Connect to a Network Projector (WD Ev... Connectto a Metwork Proje..  Private.. No Allo
.Connect to & Network Projector (WSD-0...  Connect to a Network Proje..  All No Allo S5P Net o=t
(@ Core Networking - DNS (UDP-Out) Core Networking All Yes Al % Diszble Rule
@Cure MNetworking - Dynamic Host Cenfig.. Core Networking All Yes Allo & cut
@Core Metworking - Dynamic Host Config... Core Networking All Yes Allo -
@(nra Networking - Group Policy (LSASS-...  Core Networking Domain Yes Alloy o oy
@Core MNetworking - Group Policy (NP-Out)  Core Networking Domain  Yes Allo x Bedele
() Core Networking - Group Policy (TCP-0...  Core Networking Domain  Yes Alle [=] Properties
@Cora Networking - Internet Group Mana...  Core Networking All Ves Alloy Help
@Core Networking - IPHTTPRS (TCP-Out) Core Networking All Yes Allo
@Cora Metworking - IPvE (IPvE-0ut) Core Networking All Yes Allo
@Cma MNetworking - Multicast Listener Do...  Core Netwarking All Ves Allo
@Core MNetworking - Multicast Listener Qu... Core Networking All Yes Allo
@Core Metworking - Multicast Listener Rep... Core Networking All Yes Allo
@Cora MNetworking - Multicast Listener Rep... Core Netwarking All Yes Allo
@Cure Metworking - Meighbor Discovery A.. Core Networking All Yes Allo
@Cora MNetworking - Neighbor Discovery 5...  Core Networking All Yes Allo
@Cnra Networking - Packet Too Big (ICMP... Core Networking All Yes Allo
@]Cwe Metworkina - Parameter Problem (... Clure Networkina All Yes Al ™
< 1 rl e m r

9

dounumsliusmaarutidnly Tas'lUn New Rules

: Rule Type
H Select the type of firewall rule to create. |
Steps:
& Ruls Type What type of rule would you lilke to create?
@ Program
@ Action Program
@ Profie Rule that controls connections for a program.
@ MName ) Port

Rule that controls connections for a TCP or UDF part.

1 Predefined:
| BranchCache - Content Retrieval (Uses HTTF) -
Rule that controls connections for a Windows experience.

i Custom
Custom rule.

Leam more about nile types

<Back || MNet> || Cancel
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Organize » Mew folder

“r Favorites
BE Desktop
& Downloads
5| Recent Places

= Libraries
@ Docurnents
J! Music
[E| Pictures
B Videos

1% Computer
£, Local Disk (C:)
=y Data (D)

Mame

L root
B PwdGenUtility
[ESHKSvSupport

|87 sntlkeyssrvr

eadts AP

Mo preview available,

File name: sntlkeyssrvr

Organize » MNew folder

- [Prqg_ﬂl‘l‘!sf_ﬁ*.-ﬂ."-‘?;

| Open | |

- x .:
: | Search Sentinel Keys Server 2o |

T Favorites
B Desktop
& Downloads

"5l Recent Places

1 Libraries
E] Documents
J’ Music
[ Pictures
B videos

Lo Computer
&, Local Disk (C:)
(—a Data (Di)
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|| Action
Specify the action to be taken when a connection matches the conditions specified in the nule.

Steps:
@ Fule Type What action should be taken when a connection matches the specified condtions?
& FProgram -

- ‘@ Allow the connection
@ Agiion This includes connections that are protected with IPsec as well as those are not.
& Profile =

(1 Allow the connection if it is secure

& Mame

This includes only connections that have been authenticated by using IPsec. Connections
will be secured using the settings in IPsec propedies and rules in the Connection Security
Fule node.

" Block the connection

Leam more about actions

<Back || Ned> |[ Cancel
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